
 

 

 

 

 

 

 

Data Protection Policy 

 

Purpose 

Our school aims to ensure that all personal data collected about staff, pupils, parents, governors, 

visitors and other individuals is collected, stored and processed in accordance with the General Data 

Protection Regulation (EU) 2016/679 (GDPR) and the Data Protection Act 2018 (DPA 2018). 

Scope 

This policy applies to all personal data, regardless of whether it is in paper or electronic format. 
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1. Legislation and Guidance 

This policy meets the requirements of the GDPR and the DPA 2018. It is based on guidance published 

by the Information Commissioners Office (ICO) on the GDPR. 

It also reflects the ICOs Code of Practice for the use of surveillance cameras and personal 

information. 

In addition, this policy complies with regulation 5 of the Education (Pupil Information) (England) 

Regulations 2005, which gives parents the right of access to their child’s educational record. 

In addition, this policy complies with our funding agreement and articles of association. 

2. Definitions 

Term Definition 

Personal Data Any information relating to an identified, or 
identifiable, living individual. 

This may include the individual’s:  

• Name (including initials) 

• Identification number 

• Location data 

• Online identifier, such as a username 

It may also include factors specific to the 
individual’s physical, physiological, genetic, 
mental, economic, cultural or social identity 

Special Categories of Personal Data Personal data which is more sensitive and so 
needs more protection, including information 
about an individual’s: 

• Racial or ethnic origin 

• Political opinions 

• Religious or philosophical beliefs 

• Trade union membership 

• Genetics 

• Biometrics (such as fingerprints, retina 
and iris patterns), where used for 
identification purposes 

• Health – physical or mental 

• Sex life or sexual orientation 

Processing Anything done to personal data, such as 
collecting, recording, organising, structuring, 
storing, adapting, altering, retrieving, using, 
disseminating, erasing or destroying. Processing 
can be automated or manual 

Data Subject The identified or identifiable individual whose 
personal data is held or processed 

Data Controller A person or organisation that determines the 
purposes and the means of processing of 
personal data 



 

Data Processor A person or other body, other than an employee 
of the data controller, who processes personal 
data on behalf of the data controller 

Personal Data Breach A breach of security leading to the accidental or 
unlawful destruction, loss, alteration, 
unauthorised disclosure of, or access to, 
personal data 

 

3. The Data Controller 

Our school processes personal data relating to parents, pupils, staff, governors, visitors and others, 
and therefore is a data controller. 

The school is registered with the ICO, as legally required. 

4. Roles and Responsibilities 

This policy applies to all staff employed by our school, and to external organisations or individuals 
working on our behalf. Staff who do not comply with this policy may face disciplinary action. 

4.1 Governing Board 

The governing board has overall responsibility for ensuring that our school complies with all relevant 
data protection obligations. 

4.2 Data Protection Officer 

The data protection officer (DPO) is responsible for overseeing the implementation of this policy, 
monitoring our compliance with data protection law, and developing related policies and guidelines 
where applicable. 

They will provide an annual report of their activities directly to the governing board and, where 
relevant, report to the board their advice and recommendations on school data protection issues.  

The DPO is also the first point of contact for individuals whose data the school processes, and for the 
ICO. 

Full details of the DPO’s responsibilities are set out in their job description. 

Our DPO is Charles Gardiner-Graham and is contactable via c.gardiner-
graham@stratfordschoolacademy.org. 

4.3 Headteacher 

The Headteacher acts as the representative of the data controller on a day-to-day basis. 

4.4 All Staff 

Staff are responsible for: 

• Collecting, storing and processing any personal data in accordance with this policy 

• Informing the school of any changes to their personal data, such as a change of address 

• Contacting the DPO in the following circumstances:  
o With any questions about the operation of this policy, data protection law, retaining 

personal data or keeping personal data secure 
o If they have any concerns that this policy is not being followed 
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o If they are unsure whether or not they have a lawful basis to use personal data in a 
particular way 

o If they need to rely on or capture consent, draft a privacy notice, deal with data protection 
rights invoked by an individual, or transfer personal data outside the European Economic 
Area 

o If there has been a data breach 
o Whenever they are engaging in a new activity that may affect the privacy rights of 

individuals 
o If they need help with any contracts or sharing personal data with third parties 

 

5. Data Protection Principles 

The GDPR is based on data protection principles that our school must comply with.  

The principles say that personal data must be: 

• Processed lawfully, fairly and in a transparent manner 

• Collected for specified, explicit and legitimate purposes 

• Adequate, relevant and limited to what is necessary to fulfil the purposes for which it is 
processed 

• Accurate and, where necessary, kept up to date 

• Kept for no longer than is necessary for the purposes for which it is processed 

• Processed in a way that ensures it is appropriately secure 
 
This policy sets out how the school aims to comply with these principles. 

6. Collating Personal Data 

6.1 Lawfulness, Fairness and Transparency 

We will only process personal data where we have one of 6 ‘lawful bases’ (legal reasons) to do so 
under data protection law: 

• The data needs to be processed so that the school can fulfil a contract with the individual, or 
the individual has asked the school to take specific steps before entering into a contract 

• The data needs to be processed so that the school can comply with a legal obligation  

• The data needs to be processed to ensure the vital interests of the individual or another 
person i.e. to protect someone’s life 

• The data needs to be processed so that the school, as a public authority, can perform a task 
in the public interest or exercise its official authority 

• The data needs to be processed for the legitimate interests of the school (where the 
processing is not for any tasks the school performs as a public authority) or a third party, 
provided the individual’s rights and freedoms are not overridden 

• The individual (or their parent/carer when appropriate in the case of a pupil) has freely given 
clear consent  

For special categories of personal data, we will also meet one of the special category conditions for 
processing under data protection law: 

• The individual (or their parent/carer when appropriate in the case of a pupil) has given 
explicit consent 

• The data needs to be processed to perform or exercise obligations or rights in relation to 
employment, social security or social protection law 



 

• The data needs to be processed to ensure the vital interests of the individual or another 
person, where the individual is physically or legally incapable of giving consent 

• The data has already been made manifestly public by the individual 

• The data needs to be processed for the establishment, exercise or defence of legal claims 

• The data needs to be processed for reasons of substantial public interest as defined in 
legislation 

• The data needs to be processed for health or social care purposes, and the processing is 
done by, or under the direction of, a health or social work professional or by any other 
person obliged to confidentiality under law 

• The data needs to be processed for public health reasons, and the processing is done by, or 
under the direction of, a health professional or by any other person obliged to 
confidentiality under law 

• The data needs to be processed for archiving purposes, scientific or historical research 
purposes, or statistical purposes, and the processing is in the public interest 

For criminal offence data, we will meet both a lawful basis and a condition set out under data 
protection law. Conditions include: 

• The individual (or their parent/carer when appropriate in the case of a pupil) has given 
consent 

• The data needs to be processed to ensure the vital interests of the individual or another 
person, where the individual is physically or legally incapable of giving consent 

• The data has already been made manifestly public by the individual 

• The data needs to be processed for or in connection with legal proceedings, to obtain legal 
advice, or for the establishment, exercise or defence of legal rights 

• The data needs to be processed for reasons of substantial public interest as defined in 
legislation 

Whenever we first collect personal data directly from individuals, we will provide them with the 
relevant information required by data protection law. 

We will always consider the fairness of our data processing. We will ensure we do not handle 
personal data in ways that individuals would not reasonably expect, or use personal data in ways 
which have unjustified adverse effects on them. 

6.2 Limitation, Minimisation and Accuracy 

We will only collect personal data for specified, explicit and legitimate reasons. We will explain these 
reasons to the individuals when we first collect their data. 

If we want to use personal data for reasons other than those given when we first obtained it, we will 
inform the individuals concerned before we do so, and seek consent where necessary. 

Staff must only process personal data where it is necessary in order to do their jobs. 

We will keep data accurate and, where necessary, up-to-date. Inaccurate data will be rectified or 
erased when appropriate. 

In addition, when staff no longer need the personal data they hold, they must ensure it is deleted or 
anonymised. This will be done in accordance with the school’s record retention schedule. 

7. Sharing Personal Data 

We will not normally share personal data with anyone else without consent, but there are certain 
circumstances where we may be required to do so. These include, but are not limited to, situations 
where: 

• There is an issue with a pupil or parent/carer that puts the safety of our staff at risk 



 

• We need to liaise with other agencies – we will seek consent as necessary before doing this 

• Our suppliers or contractors need data to enable us to provide services to our staff and pupils – 
for example, IT companies. When doing this, we will: 

o Only appoint suppliers or contractors which can provide sufficient guarantees that they 
comply with data protection law 

o Establish a contract with the supplier or contractor to ensure the fair and lawful 
processing of any personal data we share 

o Only share data that the supplier or contractor needs to carry out their service 
 

We will also share personal data with law enforcement and government bodies where we are legally 
required to do so. 

We may also share personal data with emergency services and local authorities to help them to 
respond to an emergency situation that affects any of our pupils or staff. 

Where we transfer personal data internationally, we will do so in accordance with data protection 
law. 

8. Subject Access Requests and Other Rights of Individuals 

8.1 Subject Access Requests 

Individuals have a right to make a ‘subject access request’ to gain access to personal information 
that the school holds about them. This includes: 

• Confirmation that their personal data is being processed 

• Access to a copy of the data 

• The purposes of the data processing 

• The categories of personal data concerned 

• Who the data has been, or will be, shared with 

• How long the data will be stored for, or if this isn’t possible, the criteria used to determine 
this period 

• Where relevant, the existence of the right to request rectification, erasure or restriction, or 
to object to such processing 

• The right to lodge a complaint with the ICO or another supervisory authority 

• The source of the data, if not the individual 

• Whether any automated decision-making is being applied to their data, and what the 
significance and consequences of this might be for the individual 

• The safeguards provided if the data is being transferred internationally 

Subject access requests can be submitted in any form, but we may be able to respond to requests 
more quickly if they are made in writing and include: 

• Name of individual 

• Correspondence address 

• Contact number and email address 

• Details of the information requested 

If staff receive a subject access request in any form they must immediately forward it to the DPO. 

8.2 Children and Subject Access Requests 

Personal data about a child belongs to that child, and not the child's parents or carers. For a parent 
or carer to make a subject access request with respect to their child, the child must either be unable 
to understand their rights and the implications of a subject access request, or have given their 
consent. 



 

Children aged 12 and above are generally regarded to be mature enough to understand their rights 
and the implications of a subject access request. Therefore, most subject access requests from 
parents or carers of pupils at our school may not be granted without the express permission of the 
pupil. This is not a rule and a pupil’s ability to understand their rights will always be judged on a 
case-by-case basis. 

 

8.3 Responding to Subject Access Requests 

When responding to requests, we:  

• May ask the individual to provide 2 forms of identification 

• May contact the individual via phone to confirm the request was made  

• Will respond without delay and within 1 month of receipt of the request (or receipt of the 
additional information needed to confirm identity, where relevant) 

• Will provide the information free of charge 

• May tell the individual we will comply within 3 months of receipt of the request, where a 
request is complex or numerous. We will inform the individual of this within 1 month, and 
explain why the extension is necessary 

We may not disclose information for a variety of reasons, such as if it: 

• Might cause serious harm to the physical or mental health of the pupil or another individual 

• Would reveal that the child is being or has been abused, or is at risk of abuse, where the 
disclosure of that information would not be in the child’s best interests 

• Would include another person’s personal data that we can’t reasonably anonymise, and we 
don’t have the other person’s consent and it would be unreasonable to proceed without it 

• Is part of certain sensitive documents, such as those related to crime, immigration, legal 
proceedings or legal professional privilege, management forecasts, negotiations, 
confidential references, or exam scripts 

If the request is unfounded or excessive, we may refuse to act on it, or charge a reasonable fee to 
cover administrative costs. We will take into account whether the request is repetitive in nature 
when making this decision. 

When we refuse a request, we will tell the individual why, and tell them they have the right to 
complain to the ICO or they can seek to enforce their subject access right through the courts. 

8.4 Other Data Protection Rights of the Individual 

In addition to the right to make a subject access request (see above), and to receive information 
when we are collecting their data about how we use and process it (see section 7), individuals also 
have the right to: 

• Withdraw their consent to processing at any time 

• Ask us to rectify, erase or restrict processing of their personal data (in certain circumstances) 

• Prevent use of their personal data for direct marketing 

• Object to processing which has been justified on the basis of public interest, official 
authority or legitimate interests 

• Challenge decisions based solely on automated decision making or profiling (i.e. making 
decisions or evaluating certain things about an individual based on their personal data with 
no human involvement) 

• Be notified of a data breach (in certain circumstances) 

• Make a complaint to the ICO 



 

• Ask for their personal data to be transferred to a third party in a structured, commonly used 
and machine-readable format (in certain circumstances) 

Individuals should submit any request to exercise these rights to the DPO. If staff receive such a 
request, they must immediately forward it to the DPO. 

9. Parental Requests to see the Educational Record 

Parents, or those with parental responsibility, have a legal right to free access to their child’s 
educational record (which includes most information about a pupil) within 15 school days of receipt 
of a written request. 

If the request is for a copy of the educational record, the school may charge a fee to cover the cost 
of supplying it. 

This right applies as long as the pupil concerned is aged under 18. 

There are certain circumstances in which this right can be denied, such as if releasing the 
information might cause serious harm to the physical or mental health of the pupil or another 
individual, or if it would mean releasing exam marks before they are officially announced. 

10. CCTV 

We use CCTV in various locations around the school site to ensure it remains safe. We will adhere to 
the ICO’s Code of Practice for the use of CCTV. We do not need to ask individuals’ permission to use 
CCTV, but we make it clear where individuals are being recorded. Security cameras are clearly visible 
and accompanied by prominent signs explaining that CCTV is in use. 

Any enquiries about the CCTV system should be directed to Charles Gardiner-Graham, Head of 
Estates. 

11. Photographs and Videos 

As part of our school activities, we may take photographs and record images of individuals within 
our school. 

We will obtain written consent from parents/carers, or pupils aged 18 and over, for photographs and 
videos to be taken of pupils for communication, marketing and promotional materials.  

Where we need parental consent, we will clearly explain how the photograph and/or video will be 
used to both the parent/carer and pupil. Where we don’t need parental consent, we will clearly 
explain to the pupil how the photograph and/or video will be used. 

Any photographs and videos taken by parents/carers at school events for their own personal use are 
not covered by data protection legislation. However, we will ask that photos or videos with other 
pupils are not shared publicly on social media for safeguarding reasons, unless all the relevant 
parents/carers (or pupils where appropriate) have agreed to this. 

Where the school takes photographs and videos, uses may include: 

• Within school on notice boards and in school magazines, brochures, newsletters, etc. 

• Outside of school by external agencies such as the school photographer, newspapers, 
campaigns 

• Online on our school website or social media pages 

Consent can be refused or withdrawn at any time. If consent is withdrawn, we will delete the 
photograph or video and not distribute it further. 

When using photographs and videos in this way we will not accompany them with any other 
personal information about the child, to ensure they cannot be identified. 
 



 

12. Data Protection by Design and Default 

We will put measures in place to show that we have integrated data protection into all of our data 
processing activities, including: 

• Appointing a suitably qualified DPO, and ensuring they have the necessary resources to fulfil 
their duties and maintain their expert knowledge 

• Only processing personal data that is necessary for each specific purpose of processing, and 
always in line with the data protection principles set out in relevant data protection law (see 
section 6) 

• Completing data protection impact assessments where the school’s processing of personal 
data presents a high risk to rights and freedoms of individuals, and when introducing new 
technologies (the DPO will advise on this process) 

• Integrating data protection into internal documents including this policy, any related policies 
and privacy  

o DPO and all information we are required to share about how we use and process 
their personal data (via our privacy notices) 

• For all personal data that we hold, maintaining an internal notices 

• Regularly training members of staff on data protection law, this policy, any related policies 
and any other data protection matters; we will also keep a record of attendance 

• Regularly conducting reviews and audits to test our privacy measures and make sure we are 
compliant 

• Appropriate safeguards being put in place if we transfer any personal data outside of the 
European Economic Area (EEA), where different data protection laws will apply 

• Maintaining records of our processing activities, including:  
o For the benefit of data subjects, making available the name and contact details of 

our school and record of the type of data, type of data subject, how and why we are 
using the data, any third-party recipients, any transfers outside of the EEA and the 
safeguards for those, retention periods and how we are keeping the data secure 

 

13. Data Security and Storage of Records 

We will protect personal data and keep it safe from unauthorised or unlawful access, alteration, 
processing or disclosure, and against accidental or unlawful loss, destruction or damage. 

In particular: 

• Paper-based records and portable electronic devices, such as laptops and hard drives that 
contain personal data, are kept under lock and key when not in use 

• Papers containing confidential personal data must not be left on office and classroom desks, on 
staffroom tables, or left anywhere else where there is general access 

• Where personal information needs to be taken off site, staff must sign it in and out from the 
school office 

• Passwords that are at least 10 characters long containing letters and numbers are used to access 
school computers, laptops and other electronic devices. Staff and pupils are reminded that they 
should not reuse passwords from other sites  

• Encryption software is used to protect all portable devices and removable media, such as laptops 
and USB devices 

• Staff, pupils or governors who store personal information on their personal devices are expected 
to follow the same security procedures as for school-owned equipment 

• Where we need to share personal data with a third party, we carry out due diligence and take 
reasonable steps to ensure it is stored securely and adequately protected (see Section 7) 



 

14. Disposal of Records 

Personal data that is no longer needed will be disposed of securely. Personal data that has become 
inaccurate or out of date will also be disposed of securely, where we cannot or do not need to 
rectify or update it. 

For example, we will shred or incinerate paper-based records, and overwrite or delete electronic 
files. We may also use a third party to safely dispose of records on the school’s behalf. If we do so, 
we will require the third party to provide sufficient guarantees that it complies with data protection 
law. 

15. Personal Data Breaches 

The school will make all reasonable endeavours to ensure that there are no personal data breaches.   

When appropriate, we will report the data breach to the ICO within 72 hours after becoming aware 
of it. Such breaches in a school context may include, but are not limited to: 

• A non-anonymised dataset being published on the school website which shows the exam results 
of pupils eligible for the pupil premium 

• Safeguarding information being made available to an unauthorised person 

• The theft of a school laptop containing non-encrypted personal data about pupils 

16. Training 

All staff and governors are provided with data protection training as part of their induction process. 

Data protection will also form part of continuing professional development, where changes to 
legislation, guidance or the school’s processes make it necessary. 

17. Monitoring Arrangements 

The DPO is responsible for monitoring and reviewing this policy. 

This policy will be reviewed every 2 years and shared with the full governing board. 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



 

Appendix 1: Personal Data Breach Procedure 

This procedure is based on guidance on personal data breaches produced by the Information 
Commissioner’s Office (ICO). 

• On finding or causing a breach, or potential breach, the staff member, governor or data 
processor must immediately notify the data protection officer (DPO) via c.gardiner-
graham@stratfordschoolacademy.org 

• The DPO will investigate the report, and determine whether a breach has occurred. To 
decide, the DPO will consider whether personal data has been accidentally or unlawfully:  

o Lost  
o Stolen 
o Destroyed 
o Altered 
o Disclosed or made available where it should not have been 
o Made available to unauthorised people 

 

• Staff and governors will cooperate with the investigation (including allowing access to 
information and responding to questions). The investigation will not be treated as a 
disciplinary investigation  

• If a breach has occurred or it is considered to be likely that is the case, the DPO will alert 
the Headteacher and the chair of governors 

• The DPO will make all reasonable efforts to contain and minimise the impact of the 
breach. Relevant staff members or data processors should help the DPO with this where 
necessary, and the DPO should take external advice when required (e.g. from IT 
providers). (See the actions relevant to specific data types at the end of this procedure) 

• The DPO will assess the potential consequences, based on how serious they are, and 
how likely they are to happen before and after the implementation of steps to mitigate 
the consequences  

• The DPO will work out whether the breach must be reported to the ICO and the 
individuals affected using the ICO’s self-assessment tool 

• The DPO will document the decisions (either way), in case it is challenged at a later date 
by the ICO or an individual affected by the breach 

• Where the ICO must be notified, the DPO will do this via the ‘report a breach’ section of 
the ICO website, or through its breach report line (0303 123 1113), within 72 hours of 
the school’s awareness of the breach. As required, the DPO will set out:  
o A description of the nature of the personal data breach including, where possible: 

− The categories and approximate number of individuals concerned 

− The categories and approximate number of personal data records 
concerned 

o The name and contact details of the DPO 
o A description of the likely consequences of the personal data breach 
o A description of the measures that have been, or will be taken, to deal with the 

breach and mitigate any possible adverse effects on the individual(s) concerned 
 
If all the above details are not yet known, the DPO will report as much as they can within 72 hours of 
the school’s awareness of the breach. The report will explain that there is a delay, the reasons why, 
and when the DPO expects to have further information. The DPO will submit the remaining 
information as soon as possible. 

Where the school is required to communicate with individuals whose personal data has been 
breached, the DPO will tell them in writing. This notification will set out:  
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• A description, in clear and plain language, of the nature of the personal data breach 

• The name and contact details of the DPO 

• A description of the likely consequences of the personal data breach 

• A description of the measures that have been, or will be, taken to deal with the data breach 
and mitigate any possible adverse effects on the individual(s) concerned 

The DPO will consider, in light of the investigation and any engagement with affected individuals, 
whether to notify any relevant third parties who can help mitigate the loss to individuals – for 
example, the police, insurers, banks or credit card companies 

The DPO will document each breach, irrespective of whether it is reported to the ICO. For each 
breach, this record will include the:  

• Facts and cause 

• Effects 

• Action taken to contain it and ensure it does not happen again (such as establishing more 
robust processes or providing further training for individuals) 

The DPO and Headteacher will meet to review what happened and how it can be stopped from 
happening again. This meeting will happen as soon as reasonably possible. 

Actions to Minimise the Impact of Data Breaches 

We set out below the steps we might take to try and mitigate the impact of different types of 
data breach if they were to occur, focusing especially on breaches involving particularly risky or 
sensitive information. We will review the effectiveness of these actions and amend them as 
necessary after any data breach. 

• If special category data (sensitive information) is accidentally made available via email to 
unauthorised individuals, the sender must attempt to recall the email as soon as they 
become aware of the error 

• Members of staff who receive personal data sent in error must alert the sender and the 
DPO as soon as they become aware of the error 

• If the sender is unavailable or cannot recall the email for any reason, the DPO will ask the 
[ICT department/external IT support provider] to attempt to recall it from external 
recipients and remove it from the school’s email system (retaining a copy if required as 
evidence) 

• In any cases where the recall is unsuccessful or cannot be confirmed as successful, the 
DPO will consider it’s appropriate to contact the relevant unauthorised individuals who 
received the email, explain that the information was sent in error, and request that those 
individuals delete the information and do not share, publish, save or replicate it in any 
way 

• The DPO will endeavor to obtain a written response from all the individuals who received 
the data, confirming that they have complied with this request 

• The DPO will carry out an internet search to check that the information has not been 
made public; if it has, we will contact the publisher/website owner or administrator to 
request that the information is removed from their website and deleted 

• If safeguarding information is compromised, the DPO will inform the designated 
safeguarding lead and discuss whether the school should inform any, or all, of its 3 local 
safeguarding partners 

 

 

 



 

Appendix 2: Acceptable Use Policy 

Purpose 

The purpose of this policy is to outline the acceptable use of information systems and computer 

equipment at Stratford School Academy. These rules are in place to protect the employees and 

Stratford School Academy from inappropriate use, which could expose Stratford School Academy to 

risks including virus infections, compromise of systems/services and legal issues. 

Scope 

This policy applies to all employees and third parties. 

General 

Stratford School Academy will ensure that the Acceptable Use Policy adheres to the following 

conditions for the purpose of complying with best practice: 

• Information security is the responsibility of everybody 

• Stratford School Academy information systems are provided for business use only 

• The use of any Stratford School Academy information systems for personal reasons 

(including email and internet usage) is only permitted in accordance with the guidance in 

this policy 

• Stratford School Academy reserves the right to monitor its information systems in order to 

protect its lawful rights. Data observed or collected from such monitoring may be used for 

training purposes and/or disciplinary proceedings 

• You should have the required authorisation to access the Stratford School Academy 

information systems 

• Breach of this policy will result in actions depending on the severity of the breach, these may 

include: 

✓ An informal warning 

✓ A formal, verbal or written warning 

✓ Dismissal for gross misconduct 

✓ Criminal proceedings 

✓ Civil proceedings 

• This policy refers in part to information that some may find offensive. These include, but are 

not limited to pornographic material; racist, sexist or defamatory material; tasteless material 

(i.e. depiction of injury or animal cruelty) 

• Employees are prohibited from using the information systems to harm the commercial 

interest, reputation or business objectives of Stratford School Academy 

Employees are responsible for exercising care and common sense in use of the information systems, 

reporting any security-related incident to Charles Gardiner-Graham. 

Email 

Acceptable use of the email system includes, but is not limited to: 

• The email system being used only for Stratford School Academy business purposes and as a 

source of information and efficient communication between employees and business-

related third-parties 

• Ensuring that the intended recipient for messages received in errors must be notified 



 

• Mailboxes being periodically cleared by deleting old emails that are no longer required and 

filing emails that need to be kept under appropriate email folders 

• Applying professional discretion when using email. Review emails carefully before sending, 

especially formal communications with external parties 

• Using the ‘out-of-office’ auto-responder to let people know when you are away 

Unacceptable use of the email system includes, but is not limited to: 

• Unauthorised access attempts to other email accounts which includes sending, reading, 

copying, modifying or deleting emails 

• Sending confidential information without the appropriate encryption as specified in the 

Encryption Protocol 

• Committing Stratford School Academy to a third-party (i.e. sales contracts, job offers or price 

quotations) unless explicitly authorised to do so 

• Using webmail (i.e. Gmail) services for business purposes or forwarding internal emails to 

that webmail service 

• Sending or storing any disruptive, offensive, unethical, illegal or otherwise inappropriate 

matters or materials 

• Opening emails flagged as a virus 

Clicking on a link within an email unless you know the sender and the purpose of the link. 

Internet 

Employees are permitted to access the internet for work-related purposes, therefore must use the 

internet responsibly and productively and not create risk to Stratford School Academy by misuse of 

the internet. Internet misuse exposes the Stratford School Academy network to risk of infection 

from Trojans, viruses, and other malware.  

Unacceptable use of the internet includes, but is not limited to: 

• Accessing websites that contain sexual, obscene or offensive materials 

• Using the internet to send indecent, defamatory or harassing material to other users 

• Uploading or downloading any commercial software or copyrighted materials which breach 

Stratford School Academy’s rights or licence agreements 

• Disclosing confidential information about Stratford School Academy in an online posting 

• Intentionally interfering with the with the normal operations of the network by introducing 

any form of virus or malicious software into the network 

Unauthorised monitoring of network traffic or scan devices connected to the internet. 

Remote Access 

• Users that work from home using their own personal computers must configure the 

computer to comply with Stratford School Academy guidelines noted in the Mobile and 

Laptop Device Policy 

• Users with remote access privileges must ensure that their remote access connection has 

the same security protection as the on-site connection (i.e. avoiding unprotected public Wi-

Fi) 

Remote users must always use approved anti-virus software. 



 

Personal Use 

Limited and ‘reasonable’ personal use of email and the internet is permitted. Reasonable use is 

defined below. Personal use of all other systems is prohibited. 

Reasonable use: 

• Is lawful and ethical 

• Is in accordance with this policy 

• Does not adversely affect your productivity 

Does not make unreasonable use of limited company resources. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



 

Appendix 3: Model Publication Scheme 

Freedom of Information Act 
 
This model publication scheme has been prepared and approved by the Information Commissioner. 
It may be adopted without modification by any public authority without further approval and will be 
valid until further notice. This publication scheme commits an authority to make information 
available to the public as part of its normal business activities. The information covered is included in 
the classes of information mentioned below, where this information is held by the authority. 
Additional assistance is provided to the definition of these classes in sector specific guidance 
manuals issued by the Information Commissioner. 
 
The scheme commits to an authority: 

• To proactively publish or otherwise make available as a matter of routine, information, 
including environmental information, which is held by the authority and falls within the 
classifications below 

• To specify the information which is held by the authority and falls within the classifications 
below 

• To proactively publish or otherwise make available as a matter of routine, information in line 
with the statements contained within this scheme 

• To produce and publish the methods by which the specific information is made routinely 
available so that it can be easily identified and accessed by members of the public 

• To review and update on a regular basis the information the authority makes available under 
this scheme 

• To produce a schedule of any fees charged for access to information which is made 
proactively available 

• To make this publication scheme available to the public 

• To publish any dataset held by the authority that has been requested, and any updated 
versions it holds, unless the authority is satisfied that it is not appropriate to do so; to 
publish the dataset, where reasonably practicable, in an electronic form that is capable of 
re-use; and, if any information in the dataset is a relevant copyright work and the public 
Model publication scheme Model publication scheme Version 1.2 20151023 2 authority is 
the only owner, to make the information available for re-use under the terms of the Re-use 
of Public Sector Information Regulations 2015, if they apply, and otherwise under the terms 
of the Freedom of Information Act section 19. The term ‘dataset’ is defined in section 11(5) 
of the Freedom of Information Act. The term ‘relevant copyright work’ is defined in section 
19(8) of that Act 

 
Classes of Information 
 
Who We Are and What We Do 
Organisational information, locations and contacts, constitutional and legal governance 
 
What We Spend and How We Spent It 
Financial information relating to projected and actual income and expenditure, tendering, 
procurement and contracts 
 
What Our Priorities Are and How We Are Doing 
Strategy and performance information, plans, assessments, inspections and reviews 
 
How We Make Decisions 



 

Policy proposals and decisions. Decision making processes, internal criteria and procedures, 
consultations 
 
Our Policies and Procedures 
Current written protocols for delivering our functions and responsibilities 
 
Lists and Registers 
Information held in registers required by law and other lists and registers relating to the functions of 
the authority 
 
The Services We Offer 
Advice and guidance, booklets and leaflets, transactions and media releases. A description of the 
services offered 
 
The classes of information will not generally include: 

• Information the disclosure of which is prevented by law, or exempt under the Freedom of 
Information Act, or is otherwise properly considered to be protected from disclosure 

• Information in draft form 

• Information that is no longer readily available as it is contained in files that have been placed 
in archive storage, or is difficult to access for similar reasons 

 
The Method by which Information Published Under This Scheme will be made Available 
 
The authority will indicate clearly to the public what information is covered by this scheme and how 
it can be obtained.  
 
Where it is within the capability of a public authority, information will be provided on a website. 
Where it is impracticable to make information available on a website or when an individual does not 
wish to access the information by the website, a public authority will indicate how information can 
be obtained by other means and provide it by those means. 
 
In exceptional circumstances some information may be available only by viewing in person. Where 
this manner is specified, contact details will be provided. An appointment to view the information 
will be arranged within a reasonable timescale. 
 
Information will be provided in the language in which it is held or in such other language that is 
legally required. Where an authority is legally required to translate any information, it will do so. 
 
Obligations under disability and discrimination legislation and any other legislation to provide 
information in other forms and formats will be adhered to when providing information in 
accordance with this scheme. 
 
Charges which may be made for Information Published Under This Scheme 
 
The purpose of this scheme is to make the maximum amount of information readily available at 
minimum inconvenience and cost to the public. Charges made by the authority for routinely 
published material will be justified and transparent and kept to a minimum.  
 
Material which is published and accessed on a website will be provided free of charge.  
 
Charges may be made for information subject to a charging regime specified by Parliament.  



 

 
Charges may be made for actual disbursements incurred such as: 

• Photocopying 

• Postage and packaging 

• The costs directly incurred as a result of viewing information 
 
Charges may also be made for information provided under this scheme where they are legally 
authorised, they are in all the circumstances, including the general principles of the right of access to 
information held by public authorities, justified and are in accordance with a published schedule or 
schedules of fees which is readily available to the public.  
 
Charges may also be made for making datasets (or parts of datasets) that are relevant copyright 
works available for re-use. These charges will be in accordance with the terms of the Re-use of Public 
Sector Information Regulations 2015, where they apply, or with regulations made under section 11B 
of the Freedom of Information Act, or with other statutory powers of the public authority.  
 
If a charge is to be made, confirmation of the payment due will be given before the information is 
provided. Payment may be requested prior to provision of the information. 
 
Written Requests 
 
Information held by a public authority that is not published under this scheme can be requested in 
writing, when its provision will be considered in accordance with the provisions of the Freedom of 
Information Act. 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



 

Appendix 4: CCTV Policy 

Purpose 

The purpose of this policy is to regulate the management, operation and use of the closed circuit 

television (CCTV) system at Stratford School Academy. The system comprises a number of fixed, 

dome and remote cameras located around the school site. All cameras are monitored via access to 

secure servers and are only available to selected senior staff (authorised users). 

Scope 

The scope of this policy applies to all Stratford School Academy employees. 

Objectives of the CCTV Scheme 

• To protect the school buildings and their assets 

• To increase personal safety and reduce the fear of crime 

• To support the Police in a bid to deter and detect crime 

• To assist in identifying, apprehending and prosecuting offenders 

• To protect members of the public and private property 

Statement of Intent 

• The CCTV Scheme will be registered with the Information Commissioner under the terms of 

the Data Protection Act and will seek to comply with the requirements of the Data 

Protection Act, GDPR and the Commissioner's Code of Practice 

• The school will treat the system and all information, documents and recordings obtained 

and used as data which are protected by the Act 

• Cameras will be used to monitor activities within the school and its car parks and other 

public areas to identify criminal activity actually occurring, anticipated, or perceived, and for 

the purpose of securing the safety and wellbeing of the school, together with its visitors 

• Staff have been instructed that static cameras are not to focus on private homes, gardens 

and other areas of private property 

• Unless an immediate response to events is required, staff must not direct cameras at an 

individual, their property or a specific group of individuals, without authorisation being 

obtained, as set out in the Regulation of Investigatory Power Act 2000 

• Materials or knowledge secured as a result of CCTV will not be used for any commercial 

purpose. Recordings will only be released to the media for use in the investigation of a 

specific crime and with the written authority of the police. Recordings will never be released 

to the media for purposes of entertainment 

• The planning and design has endeavoured to ensure that the Scheme will give maximum 

effectiveness and efficiency but it is not possible to guarantee that the 3 system will cover or 

detect every single incident taking place in the areas of coverage 

• Warning signs, as required by the Code of Practice of the Information Commissioner have 

been placed at all access routes to areas covered by the school CCTV 

Operation of the System 

• The Scheme will be administered and managed by the Headteacher, in accordance with the 

principles and objectives expressed in the code 

• The day-to-day management will be the responsibility of the Head of Estates 

• The main CCTV system will be operated 24 hours each day, every day of the year 



 

Recordings are stored on hard drives for 28 days (except for remote cameras) and are wiped at 

expiry or retained for investigatory purposes if required. 

System Functionality & Access 

• The Site Team will check and confirm the efficiency of the system daily and in particular that 

the equipment is properly recording and that cameras are functional 

• Access to the CCTV system will be strictly limited to the SLT, ICT Support and the Site Team 

(Operators) within their designated area of work only 

• Unless an immediate response to events is required, authorised staff must not direct 

cameras at an individual or a specific group of individuals 

• Visitors and other contractors wishing to enter areas of work where images are being 

displayed will be subject to particular arrangements as outlined below 

• Operators must satisfy themselves over the identity of any other visitors who view images 

and the purpose of the visit. Where any doubt exists access will be refused. Details of all 

visits and visitors will be logged and signed off before recordings are viewed 

• The system may generate a certain amount of interest. It is vital that operations are 

managed with the minimum of disruption. Casual visits will not be permitted. Visitors must 

first obtain permission from the System Manager, or his deputy and must be accompanied 

by him throughout the visit 

• Any visit may be immediately curtailed if prevailing operational requirements make this 

necessary 

• If out of hours’ emergency maintenance arises, the Operators must be satisfied of the 

identity and purpose of contractors before allowing entry 

• Access to the servers (physically or remotely) is limited to the Operators via unique accounts 

which are password protected. Server rooms are secured both during the working day and 

when not manned 

• Other administrative functions will include maintaining recordings and hard disc space, filing 

and maintaining occurrence and system maintenance logs 

Emergency procedures will be used in appropriate cases to call the Emergency Services. 

Liaison 

• Liaison meetings may be held with all bodies involved in the support of the system 

Monitoring Procedures 

• Camera surveillance may be maintained at all times 

• Server hard drives are used to record pictures to continuously 

Video CD/DVD/USB Procedures 

• In order to maintain and preserve the integrity of the discs, optical or magnetic media used 

to record events from the hard drive and the facility to use them in any future proceedings, 

the following procedure for their use and retention must be strictly adhered to: Media 

required for evidential purposes must be sealed, witnessed, signed by the controller, dated 

and stored in a separate, secure, evidence store. If media is not copied for the police before 

it is sealed, a copy may be made at a later date providing that it is then resealed, witnessed, 

signed by the controller, dated and returned to the evidence store 



 

• Recordings may be viewed by the Police for the prevention and detection of crime or for 

supervisory purposes, authorised demonstration and training 

• A record will be maintained of the release of media to the Police or other authorised 

applicants. A register will be available for this purpose 

• Viewing of recordings by the Police must be recorded in writing and in the log book. 

Requests by the Police can only be actioned under the Data Protection Act 

• Should a recording be required as evidence, a copy may be released to the Police under the 

procedures described in paragraph of this Code. Media will only be released to the Police on 

the clear understanding that the media remains the property of the school, and both the 

media and information contained on it are to be treated in accordance with this code. The 

school also retains the right to refuse permission for the Police to pass to any other person 

the media or any part of the information contained thereon. On occasions when a Court 

requires the release of an original recording this will be produced from the secure evidence 

store, complete in its sealed bag 

• The Police may require the school to retain the stored media for possible use as evidence in 

the future. Such media will be properly indexed and properly and securely stored until they 

are needed by the Police 

Breaches of the Code (Including Breaches of Security) 

• Any breach of the Code of Practice by school staff will be initially investigated by the Head of 

Estates 

• Any serious breach of the Code of Practice will be immediately investigated and an 

independent investigation carried out to make recommendations on how to remedy the 

breach 

Assessment of the Scheme and Code of Practice 

• Performance monitoring, including random operating checks, may be carried out by the 

Head of Estates and Site Team 

 

Complaints 

• Any complaints about the school’s CCTV system should be addressed to the Head of Estates 

• Complaints will be investigated in accordance with Section 9 of this Code 

Access by the Data Subject 

• The Data Protection Act provides Data Subjects (individuals to whom “personal data” relate) 

with a right to data held about themselves, including those obtained by CCTV 

• Requests for Data Subject Access should be made to the Head of Estates 

 

 

 

 

 

 



 

Appendix 5: Privacy Notice for Pupils 

Purpose 

You have a legal right to be informed about how our school uses any personal information that we 

hold about you. To comply with this, we provide a ‘privacy notice’ to you where we are processing 

your personal data. 

This notice explains how we collect, store and use personal data about pupils at our school, like you. 

We, Stratford School Academy, are the ‘Data Controller’ for the purpose of data protection law. 

Our Data Protection Officer is Charles Gardiner-Graham, Head of Estates (see ‘Contact Us’ below). 

Scope 

This policy applies to all pupils of Stratford School Academy. 

General 

Stratford School Academy will ensure that the Privacy Notice for Pupils Policy adheres to the 

following conditions for the purpose of complying with best practice: 

The Personal Data We Hold 

We hold some personal information about you to make sure we can help you learn and look after 

you at school. 

For the same reasons, we get information about you from some other places too – like other 

schools, the local council and the government. 

Personal information that we may collect, use, store and share (when appropriate) about you 

includes, but is not restricted to: 

• Your contact details 

• Your test results 

• Your attendance records 

• Details of any behaviour issues or exclusions 

We may also collect, use, store and share (where appropriate) information about you that falls into 

‘special categories’ of more sensitive personal data. This includes, but is not restricted to: 

• Information about your characteristics, like your ethnic background or any special 

educational needs 

• Information about any medical conditions you have 

• Photographs and CCTV images 

Why We Use This Data 

We use the data listed above to: 

• Get in touch with you and your parents when we need to 

• Check how you’re doing in exams and work out whether you or your teachers need any 

extra help 

• Track how well the school as a whole is performing 

• Look after your wellbeing 



 

Use Of Your Personal Data for Marketing Purposes 

Where you have given us consent to do so, we may send you messages by email or text promoting 

school events, campaigns, charitable causes or services that you might be interested in. 

You can take back this consent or ‘opt out’ of receiving these emails and/or texts at any time by 

clicking on the ‘unsubscribe’ link at the bottom of any such communication, or by contacting us (see 

‘Contact Us’ below). 

Use Of Your Personal Data In Automated Decision Making and Profiling 

We don’t currently put your personal information through any automated decision making or 

profiling process. This means we don’t make decisions about you using only computers without any 

human involvement. 

If this changes in the future, we will update this notice in order to explain the processing to you, 

including your right to object it. 

Our Basis For Using Special Category Data 

For ‘special category’ data (more sensitive personal information), we only collect and use it when we 

have both a lawful basis, as set out above, and one of the following conditions for processing as set 

out in data protection law: 

• We have obtained your explicit consent to use your information in a certain way 

• We need to use your information under employment, social security or social protection law 

• We need to protect an individual’s vital interests (i.e. protect your life or someone else’s 

life), in situations where you’re physically or legally incapable of giving consent 

• The information has already been made obviously public by you 

• We need to use it to make or defend against legal claims 

• We need to use it for reasons of substantial public interest as defined in legislation 

• We need to use it for health or social care purposes, and it’s used by, or under the direction 

of, a professional obliged to confidentiality under law 

• We need to use it for public health reasons, and it’s used by, or under the direction of, a 

professional obliged to confidentiality under law 

• We need to use it for archiving purposes, scientific or historical research purposes, or for 

statistical purposes, and the use is in the public interest 

For criminal offence data, we will only collect and use it when we have both a lawful basis, as set out 

above, and a condition for processing as set out in data protection law. Conditions include: 

• We have obtained your consent to use it in a specific way 

• We need to protect an individual’s vital interests (i.e. protect your life or someone else’s 

life), in situations where you’re physically or legally incapable of giving consent 

• The data concerned has already been made obviously public by you 

• We need to use it as part of legal proceedings, to obtain legal advice, or to make or defend 

against legal claims 

• We need to use it for reasons of substantial public interest as defined in legislation 

Collecting This Data 

While most of the information we collect about you is mandatory, there is some information that 

can be provided voluntarily. 



 

Whenever we want to collect information from you, we make it clear if you have to give us this 

information (and if so, what the possible consequences are of not doing that), or if you have a 

choice. 

Most of the data we hold about you, but we may also hold data about you from: 

• Local councils 

• Government departments or agencies 

• Police forces, courts, tribunals 

How We Store This Data 

We keep personal information about you while you are attending our school. We may also keep it 

beyond your attendance at our school if this is necessary. We retain information on pupils for as long 

as stipulated for us to do so. 

We have security measures in place to prevent your personal information from being accidentally 

lost, used or accessed in an unauthorised way, altered or disclosed. 

We’ll dispose of your personal data securely when we no longer need it. 

Who We Share Data With 

We don’t share information about you with any third party without your consent unless the law and 

our policies allow us to do so. 

Where it’s legally required, or necessary (and it complies with data protection law), we may share 

personal information about you with: 

• Our local authority, Newham Council – to meet our legal obligations to share certain 

information with it, such as safeguarding concerns and information about exclusions 

• Government department or agencies 

• Our youth support services provider 

• Our regulator, Ofsted 

• Suppliers and service providers 

• Financial organisations 

• Our auditors 

• Survey and research organisations 

• Health authorities 

• Security organisations 

• Health and social welfare organisations 

• Professional advisers and consultants 

• Professional advisers and consultants 

• Charities and voluntary organisations 

• Police forces, courts, tribunals 

National Pupil Database 

We have to provide information about you to the Department for Education (a government 

department) as part of data collections such as the school census. 



 

Some of this information is then stored in the National Pupil Database, which is managed by the 

Department for Education and provides evidence on how schools are performing. This, in turn, 

supports research. 

The database is held electronically so it can easily be turned into statistics. The information it holds is 

collected securely from schools, local authorities, exam boards and others. 

The Department for Education may share information from the database with other organisations, 

such as organisations that promote children’s education or wellbeing in England. These 

organisations must agree to strict terms and conditions about how they will use your data. 

You can find more information about this on the Department for Education’s webpage. 

You can also contact the Department for Education if you have any questions about the database. 

How To Access Personal Information That We Hold About You 

You have a right to make a ‘subject access request’ to gain access to personal information that we 

hold about you. 

If you make a subject access request, and if we do hold information about you, we will (unless 

there’s a good reason why we shouldn’t): 

• Give you a description of it 

• Tell you why we are holding and using it, and how long we will keep it for 

• Explain where we got it from, if not from you 

• Tell you who it has been, or will be, shared with 

• Let you know whether any automated decision-making is being applied to the data 

(decisions made by a computer or a machine, rather than by a person), and any 

consequences of this 

• Give you a copy of the information in an understandable form 

You may also have the right for your personal information to be shared with another organisation in 

certain circumstances. 

If you would like to make a request, please contact us (see ‘Contact Us’ below). 

Your Other Rights Regarding Your Data 

Under data protection law, you have certain rights regarding how your personal information is used 

and kept safe. For example, you have the right to: 

• Say that you don’t want your personal information to be used 

• Stop it being used to send you marketing materials 

• Say that you don’t want it to be used for automated decisions (decisions made by a 

computer or machine, rather than by a person) 

• In some cases, have it correct because it’s inaccurate 

• In some cases, have it delayed or destroyed, or restrict its use 

• In some cases, be notified of a data breach 

• Make a complaint to the Information Commissioner’s Office 

• Claim compensation if the data protection rules are broken and this harms you in some way 

To exercise any of these rights, please contact us (see ‘Contact Us’ below). 



 

Complaints 

We take any complaints about our collection and use of personal information very seriously. 

If you think that our collection or use of personal information is unfair, misleading or inappropriate, 

or have any other concerns about our data processing, please let us know first. 

Alternatively, you can make a complaint to the Information Commissioner’s Office: 

• Report a concern online at https://ico.org.uk/make-a-complaint/ 

• Call 0303 123 1113 

• Or write to: Information Commissioner’s Office, Wycliffe House, Water Lane, Wilmslow, 

Cheshire, SK9 5AF 

Contact Us 

If you have any questions, concerns or would like more information about anything mentioned in 

this privacy notice, please contact our Data Protection Officer/Data Protection Lead: 

• Charles Gardiner-Graham, c.gardiner-graham@stratfordschoolacademy.org 
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Appendix 6: Privacy Notice for Parents and Carers 

Purpose 

Under data protection law, individuals have a right to be informed about how our school uses any 

personal data that we hold about them. We comply with this right by providing ‘privacy notices’ 

(sometimes called ‘fair processing notices’) to individuals where we are processing their personal 

data. 

This privacy notice explains how we collect, store and use personal data about pupils at our school. 

This privacy notice applies while we believe your child is not capable of understanding and exercising 

their own data protection rights. Once your child is able to understand their rights over their own 

data (generally considered to be age 12, but this has to be considered on a case-by-case basis), you 

should instead refer to our Privacy Notice for Pupils to see what rights they have over their own 

personal data. 

We, Stratford School Academy, are the ‘data controller’ for the purposes of data protection law. Our 

data protection officer is Charles Gardiner-Graham, Head of Estates. You can contact us using the 

details in the ‘Contact Us’ section below. 

Scope 

This policy applies to all pupils of Stratford School Academy and their parents/carers. 

General 

Stratford School Academy will ensure that the Privacy Notice for Parents and Carers Policy adheres 

to the following conditions for the purpose of complying with best practice: 

The Personal Data We Hold 

Personal data that we may collect, use, store and share (when appropriate) about your child 

includes, but is not restricted to: 

• Contact details, contact preferences, date of birth, identification documents 

• Results of internal assessments and externally set tests 

• Pupil and curricular records 

• Exclusion information 

• Attendance information 

• Safeguarding information 

• Details of any support received, including care packages, plans and support providers 

We may also collect, use, store and share (when appropriate) information about your child that falls 

into ‘special categories’ of more sensitive personal data. This includes, but is not restricted to, 

information about: 

• Any medical conditions we need to be aware of, including physical and mental health 

• Photographs and CCTV images captured in school 

• Characteristics, such as ethnic background or special educational needs 

We may also hold data about your child that we have received from other organisations, including 

other schools and social services. 



 

Why We Use This Data 

We use the data listed above to: 

• Support pupil learning 

• Monitor and report on pupil progress 

• Provide an appropriate pastoral care 

• Protect pupil welfare 

• Assess the quality of our services 

• Administer admissions waiting lists 

• Carry out research 

• Comply with the law regarding data sharing 

Use of Your Child’s Personal Data for Marketing Purposes 

Where you have given us consent to do so, we may send your child marketing information by email 

or text promoting school events, campaigns, charitable causes or services that may be of interest to 

them. 

You can withdraw consent or ‘opt out’ of receiving these emails and/or texts at any time by clicking 

on the ‘Unsubscribe’ link at the bottom of any such communication, or by contacting us (see 

‘Contact Us’ below). 

Use of Your Child’s Personal Data in Automated Decision Making and Profiling 

We do not currently process any personal data through automated decision making or profiling. If 

this changes in the future, we will amend any relevant privacy notices in order to explain the 

processing to you, including your right to object to it. 

Our Basis for Using Special Category Data 

For ‘special category’ data, we only collect and use it when we have both a lawful basis, as set out 

above, and one of the following conditions for processing as set out in data protection law: 

• We have obtained your explicit consent to use your child’s personal data in a certain way 

• We need to perform or exercise an obligation or right in relation to employment, social 

security or social protection law 

• We need to protect an individual’s vital interests (i.e. protect your child’s life or someone 

else’s life), in situations where you’re physically or legally incapable of giving consent 

• The data concerned has already been made manifestly public by you 

• We need to process it for reasons of substantial public interest as defined in legislation 

• We need to process it for health or social care purposes, and the processing is done by, or 

under the direction of, a health or social work professional or by any other person obliged to 

confidentiality under law 

• We need to process it for archiving purposes, scientific or historical research purposes, or for 

statistical purposes, and the processing is in the public interest 

For criminal offence data, we will only collect and use it when we have both a lawful basis, as set out 

above, and a condition for processing as set out in data protection law. Conditions include: 

• We have obtained your consent to use it in a specific way 



 

• We need to protect an individual’s vital interests (i.e. protect your child’s life or someone 

else’s life), in situations where you’re physically or legally incapable of giving consent 

• The data connected has already been manifestly public by you 

• We need to process it for, or in connection with, legal proceedings, to obtain legal advice, or 

for the establishment, exercise or defence of legal rights 

• We need to process it for reasons of substantial public interest as defined in legislation 

Collecting This Data 

While the majority of information we collect about your child is mandatory, there is some 

information that can be provided voluntarily. 

Whenever we seek to collect information from you, we make it clear whether you must provide this 

information (and if so, what the possible consequences are of not complying), or whether you have a 

choice. 

Most of the data we hold about your child will come from you, but we may also hold data about 

your child from: 

• Local authorities 

• Government departments or agencies 

• Police forces, courts, tribunals 

How We Store This Data 

We keep personal information about your child while they are attending our school. We may also 

keep it beyond their attendance at our school if this is necessary. We retain information on pupils for 

as long as stipulated for us to do so. 

We have put in place appropriate security measures to prevent your child’s personal information 

from being accidentally lost, used or accessed in an unauthorised way, altered or disclosed. 

We will dispose of your child’s personal data securely when we no longer need it. 

 

 

Who We Share Data With 

We do not share information about your child with any third party without consent unless the law 

and our policies allow us to do so. 

Where it is legally required, or necessary (and it complies with data protection law), we may share 

personal information about your child with: 

• Our local authority, Newham Council – to meet our legal obligations to share certain 

information with it, such as safeguarding concerns and information about exclusions 

• Government departments or agencies 

• Our youth support services provider 

• Our regulator, Ofsted 

• Suppliers and service providers 

• Financial organisations 

• Our auditors 



 

• Survey and research organisations 

• Health authorities 

• Security organisations 

• Health and social welfare organisations 

• Professional advisers and consultants 

• Charities and voluntary organisations 

• Police forces, courts, tribunals 

National Pupil Database 

We are required to provide information about pupils to the Department for Education as part of 

statutory data collections such as the school census. 

Some of this information is then stored in the National Pupil Database (NPD), which is owned and 

managed by the Department and provides evidence on school performance to inform research. 

The database is held electronically so it can easily be turned into statistics. The information is 

securely collected from a range of sources including schools, local authorities and exam boards. 

The Department for Education may share information from the NPD with third parties, such as other 

organisations which promote children’s education or wellbeing in England. These third parties must 

agree to strict terms and conditions about how they will use the data. 

How To Access Personal Information That We Hold About Your Child 

You have a right to make a ‘subject access request’ to gain access to personal information that we 

hold about your child.  

If you make a subject access request, and if we do hold information about your child, we will (subject 

to any exemptions that apply): 

• Give you a description of it 

• Tell you why we are holding and processing it, and how long we will keep it for 

• Explain where we got it from, if not from you 

• Tell you who it has been, or will be, shared with 

• Let you know whether any automated decision-making is being applied to the data, and any 

consequences of this 

• Give you a copy of the information in an intelligible form 

You may also have the right for your child’s personal information to be transmitted electronically to 

another organisation in certain circumstances. 

If you would like to make a request, please contact us (see ‘Contact Us’ below). 

Once your child is able to understand their rights over their own data (generally considered to be 

age 12, but this has to be considered on a case-by-case basis), we will need to obtain consent from 

your child for you to make a subject access request on their behalf. 

Your Right To Access Your Child’s Educational Record 

Parents, or those with parental responsibility, also have the right to access their child’s educational 

record (which includes most information about a pupil). This right applies as long as the pupil is 

under 18. 



 

There are certain circumstances in which this right can be denied, such as if releasing the 

information might cause serious harm to the physical or mental health of the pupil or another 

individual, or if it would mean releasing exam marks before they are officially announced. 

Your Other Rights Regarding Your Child’s Data 

Under data protection law, you have certain rights regarding how your child’s personal data is used 

and kept safe. For example, you have the right to: 

• Object to our use of your child’s personal data 

• Prevent your child’s data being used to send direct marketing 

• Object to and challenge the use of your child’s personal data for decisions being taken by 

automated means (by a computer or machine, rather than by a person) 

• In certain circumstances, have inaccurate personal data corrected 

• In certain circumstances, have the personal data we hold about your child deleted or 

destroyed, or restrict its processing 

• In certain circumstances, be notified of a data breach 

• Make a complaint to the Information Commissioner’s Office 

• Claim compensation for damages caused by a breach of the data protection regulations 

To exercise any of these rights, please contact us (see ‘Contact Us’ below) 

Once your child is able to understand their rights over their own data (generally considered to be 

age 12, but this has to be considered on a case-by-case basis), we will need to obtain consent from 

your child for you to make these requests on their behalf. 

Complaints 

We take any complains about our collection and use of personal information very seriously. 

If you think that our collection or use of personal information is unfair, misleading or inappropriate, 

or have any other concern about our data processing, please raise this with us in the first instance. 

Alternatively, you can make a complaint to the Information Commissioner’s Office: 

• Report a concern online at https://ico.org.uk/make-a-complaint/ 

• Call 0303 123 1113 

• Or write to: Information Commissioner’s Office, Wycliffe House, Water Lane, Wilmslow, 

Cheshire, SK9 5AF 

Contact Us 

If you have any questions, concerns or would like more information about anything mentioned in 

this privacy notice, please contact our Data Protection Officer/Data Protection Lead: 

• Charles Gardiner-Graham, c.gardiner-graham@stratfordschoolacademy.org 
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Appendix 7: Privacy Notice for Staff 

Purpose 

Under data protection law, individuals have a right to be informed about how the school uses any 
personal data that we hold about them. We comply with this right by providing ‘privacy notices’ 
(sometimes called ‘fair processing notices’) to individuals where we are processing their personal 
data. This privacy notice explains how we collect, store and use personal data about individuals we 
employ, or otherwise engage, to work at our school. 

Scope 

This policy applies to all staff at Stratford School Academy. 

The Personal Data We Hold 

We process data relating to those we employ, or otherwise engage, to work at our school. Personal 
data that we may collect, use, store and share (when appropriate) about you includes, but is not 
restricted to:  

• Contact details  

• Date of birth, marital status and gender 

• Next of kin and emergency contact numbers 

• Salary, annual leave, pension and benefits information  

• Bank account details, payroll records, National Insurance number and tax status information  

• Recruitment information, including copies of right to work documentation, references and 
other information included in a CV or cover letter or as part of the application process  

• Qualifications and employment records, including work history, job titles, working hours, 
training records and professional memberships  

• Performance information  

• Outcomes of any disciplinary and/or grievance procedures  

• Absence data  

• Copy of driving licence/passport  

• Photographs  

• CCTV footage  

• Data about your use of the school’s information and communications system  

• Data on times of access and exit from the school premises  
 
We may also collect, store and use information about you that falls into "special categories" of more 
sensitive personal data. This includes information about (where applicable):  

• Race, ethnicity, religious beliefs, sexual orientation and political opinions  

• Trade union membership  

• Health, including any medical conditions, sickness records, Medical/Dental Appointment 
letters or Occupational Health/Medical reports 

Why We Use This Data 

The purpose of processing this data is to help us run the school, including to: 

• Enable you to be paid 

• Facilitate safe recruitment as part of our safeguarding obligations towards students/staff 

• Support effective performance management 

• Inform our recruitment and retention policies 

• Allow better financial modelling and planning 

• Enable ethnicity and disability monitoring 



 

• Improve the management of workforce data across the sector 

• Support the work of the School Teachers’ Review Body 

Our Lawful Basis For Using This Data 

We only collect and use personal information about you when the law allows us to. Most commonly, 
we use it where we need to: 

• Fulfil a contract we have entered into with you 

• Comply with a legal obligation 
Less commonly, we may also use personal information about you where:  

• You have given us consent to use it in a certain way  

• We need to protect your vital interests (or someone else’s interests)  
 
Where you have provided us with consent to use your data, you may withdraw this consent at any 
time. We will make this clear when requesting your consent, and explain how you go about 
withdrawing consent if you wish to do so.  
Some of the reasons listed above for collecting and using personal information about you overlap, 

and there may be several grounds which justify the school’s use of your data. 

Collecting This Information 

While the majority of information we collect from you is mandatory, there is some information that 
you can choose whether or not to provide to us.  
Whenever we seek to collect information from you, we make it clear whether you must provide this 

information (and if so, what the possible consequences are of not complying), or whether you have a 

choice. 

How We Store This Data 

We create and maintain an employment file for each staff member. The information contained in 
this file is kept secure and is only used for purposes directly relevant to your employment.  
Once your employment with us has ended, we will retain this file and delete the information in it in 

accordance with our retention policy. 

 

Data Sharing 

We do not share information about you with any third party without your consent unless the law 
and our policies allow us to do so. Where it is legally required, or necessary (and it complies with 
data protection law) we may share personal information about you with:  

• Our local authority – to meet our legal obligations to share certain information with it, such 
as safeguarding concerns  

• The Department for Education  

• Your family or representatives  

• Educators and examining bodies  

• Our regulator for example Ofsted  

• Suppliers and service providers – to enable them to provide the service we have contracted 
them for, such as payroll and pensions  

• Financial organisations  

• Central and local government  

• Our auditors  

• Health authorities  



 

• Security organisations  

• Health and social welfare organisations  

• Professional advisers and consultants  

• Police forces, courts, tribunals  

• Professional bodies  

Transferring Data Internationally 

Where we transfer personal data to a country or territory outside the European Economic Area, we 
will do so in accordance with data protection law. 

How To Access Personal Information We Hold About You 

Individuals have a right to make a ‘subject access request’ to gain access to personal information 
that the school holds about them.  
If you make a subject access request, and if we do hold information about you, we will:  

• Give you a description of it  

• Tell you why we are holding and processing it, and how long we will keep it for  

• Explain where we got it from, if not from you  

• Tell you who it has been, or will be, shared with  

• Let you know whether any automated decision-making is being applied to the data, and any 
consequences of this  

• Give you a copy of the information in an intelligible form  
 
You may also have the right for your personal information to be transmitted electronically to 
another organisation in certain circumstances.  
If you would like to make a request, please contact our data protection officer. 

Your Other Rights Regarding Your Data 

Under data protection law, individuals have certain rights regarding how their personal data is used 
and kept safe. You have the right to:  

• Object to the use of your personal data if it would cause, or is causing, damage or distress  

• Prevent your data being used to send direct marketing  

• Object to the use of your personal data for decisions being taken by automated means (by a 
computer or machine, rather than by a person)  

• In certain circumstances, have inaccurate personal data corrected, deleted or destroyed, or 
restrict processing  

• Claim compensation for damages caused by a breach of the data protection regulations  
 
To exercise any of these rights, please contact our data protection officer. 

Complaints 

We take any complaints about our collection and use of personal information very seriously.  
If you think that our collection or use of personal information is unfair, misleading or inappropriate, 
or have any other concern about our data processing, please raise this with us in the first instance.  
To make a complaint, please contact our data protection officer.  
Alternatively, you can make a complaint to the Information Commissioner’s Office:  

• Report a concern online at https://ico.org.uk/concerns/  

• Call 0303 123 1113  

• Or write to: Information Commissioner’s Office, Wycliffe House, Water Lane, Wilmslow, 
Cheshire, SK9 5AF 



 

Contact Us 

If you have any questions, concerns or would like more information about anything mentioned in 
this privacy notice, please contact our data protection officer: 

• Charles Gardiner-Graham, c.gardiner-graham@stratfordschoolacademy.org  
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Appendix 8: Anti-Virus Policy 

Purpose 

The purpose of this policy is to ensure the confidentiality, integrity and availability of information in 

a clear and consistent structure. It will rely on detection, prevention and correction against 

computer viruses and/or malicious software that could otherwise cause significant damage to 

information and information resources. 

Scope 

The scope of this policy applies to all Stratford School Academy information systems that are 

connected to the network via standard network connection or a VPN. This also includes any 

personally owned workstations or laptops attached to the Stratford School Academy network. 

General 

Stratford School Academy will ensure that the Anti-Virus Policy adheres to the following conditions 

for the purpose of complying with best practice. 

This policy is designed to protect the company’s resources against intrusion, modification and 

destruction of information by viruses and other malware. The following minimum requirements 

must remain in force until further notice: 

• All computers attached to the Stratford School Academy network must have licenced anti-

virus software installed from approved vendors for anti-virus protection 

• The anti-virus product must be operated in real time and be active at all times on all servers 

and employee computers 

• The anti-virus library definitions must be updated at least once per day as automatic update 

• The anti-virus scans must be done a minimum of once per week on all user-controlled 

computers and servers 

• The anti-virus scans must include, but are not limited to: 

✓ All executable files (including macros contained in data files) 

✓ Data files including protected files (i.e. compressed or password-protected files) 

✓ Removable storage media 

• The anti-virus product must provide an alert when a suspected virus is detected 

• Virus-infected computers must be removed from the network until they have been verified 

as virus-free 

• If the infected user is an administrator on the system, then this system must be rebuilt and 

the HDD/SSD/storage media must be formatted 

• All systems must be configured to perform an automated anti-virus scan of removable 

media when it is finished 

Roles and Responsibilities 

If any employee receives a file that they believe to be a virus, or suspects that a computer is infected 

with a virus (i.e. a slowdown in performance of the computer etc.), this must be reported to Charles 

Gardiner-Graham. 

Employees must never tamper with the anti-virus detection updates, scans or core functionality. Any 

files from external sources, uncertain or unauthorised sources must be checked for malware before 

use. 



 

Appendix 9: Access Control Policy 

Purpose 

The purpose of this policy is to outline the acceptable use of information systems and computer 

equipment at Stratford School Academy. These rules are in place to protect the employees and 

Stratford School Academy from inappropriate use, which could expose Stratford School Academy to 

risks including virus infections, compromise of systems/services and legal issues. 

Scope 

This policy applies to all employees and third parties. 

General 

Stratford School Academy will ensure that the Acceptable Use Policy adheres to the following 

conditions for the purpose of complying with best practice: 

• Information security is the responsibility of everybody 

• Stratford School Academy information systems are provided for business use only 

• The use of any Stratford School Academy information systems for personal reasons 

(including email and internet usage) is only permitted in accordance with the guidance in 

this policy 

• Stratford School Academy reserves the right to monitor its information systems in order to 

protect its lawful rights. Data observed or collected from such monitoring may be used for 

training purposes and/or disciplinary proceedings 

• You should have the required authorisation to access the Stratford School Academy 

information systems 

• Breach of this policy will result in actions depending on the severity of the breach, these may 

include: 

✓ An informal warning 

✓ A formal, verbal or written warning 

✓ Dismissal for gross misconduct 

✓ Criminal proceedings 

✓ Civil proceedings 

• This policy refers in part to information that some may find offensive. These include, but are 

not limited to pornographic material; racist, sexist or defamatory material; tasteless material 

(i.e. depiction of injury or animal cruelty) 

• Employees are prohibited from using the information systems to harm the commercial 

interest, reputation or business objectives of Stratford School Academy 

Employees are responsible for exercising care and common sense in use of the information systems, 

reporting any security-related incident to Charles Gardiner-Graham. 

Email 

Acceptable use of the email system includes, but is not limited to: 

• The email system being used only for Stratford School Academy business purposes and as a 

source of information and efficient communication between employees and business-

related third-parties 

• Ensuring that the intended recipient for messages received in errors must be notified 



 

• Mailboxes being periodically cleared by deleting old emails that are no longer required and 

filing emails that need to be kept under appropriate email folders 

• Applying professional discretion when using email. Review emails carefully before sending, 

especially formal communications with external parties 

• Using the ‘out-of-office’ auto-responder to let people know when you are away 

Unacceptable use of the email system includes, but is not limited to: 

• Unauthorised access attempts to other email accounts which includes sending, reading, 

copying, modifying or deleting emails 

• Sending confidential information without the appropriate encryption as specified in the 

Encryption Protocol 

• Committing Stratford School Academy to a third-party (i.e. sales contracts, job offers or price 

quotations) unless explicitly authorised to do so 

• Using webmail (i.e. Gmail) services for business purposes or forwarding internal emails to 

that webmail service 

• Sending or storing any disruptive, offensive, unethical, illegal or otherwise inappropriate 

matters or materials 

• Opening emails flagged as a virus 

Clicking on a link within an email unless you know the sender and the purpose of the link. 

Internet 

Employees are permitted to access the internet for work-related purposes, therefore must use the 

internet responsibly and productively and not create risk to Stratford School Academy by misuse of 

the internet. Internet misuse exposes the Stratford School Academy network to risk of infection 

from Trojans, viruses, and other malware.  

Unacceptable use of the internet includes, but is not limited to: 

• Accessing websites that contain sexual, obscene or offensive materials 

• Using the internet to send indecent, defamatory or harassing material to other users 

• Uploading or downloading any commercial software or copyrighted materials which breach 

Stratford School Academy’s rights or licence agreements 

• Disclosing confidential information about Stratford School Academy in an online posting 

• Intentionally interfering with the with the normal operations of the network by introducing 

any form of virus or malicious software into the network 

Unauthorised monitoring of network traffic or scan devices connected to the internet. 

Remote Access 

• Users that work from home using their own personal computers must configure the 

computer to comply with Stratford School Academy guidelines noted in the Mobile and 

Laptop Device Policy 

• Users with remote access privileges must ensure that their remote access connection has 

the same security protection as the on-site connection (i.e. avoiding unprotected public Wi-

Fi) 

Remote users must always use approved anti-virus software. 



 

Personal Use 

Limited and ‘reasonable’ personal use of email and the internet is permitted. Reasonable use is 

defined below. Personal use of all other systems is prohibited. 

Reasonable use: 

• Is lawful and ethical 

• Is in accordance with this policy 

• Does not adversely affect your productivity 

Does not make unreasonable use of limited company resources. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



 

Appendix 10: Clear Desk and Clear Screen Policy 

Purpose 

At Stratford School Academy the clear desk and clear screen policy is used to reduce the risks of 

security breaches in the workplace from unauthorised access to, loss of, or damage of 

valuable/sensitive information. In order to achieve this, we require all employees to understand and 

implement this policy. The purpose of this policy is to establish the minimum requirements for 

employee awareness about protecting sensitive information. This is part of standard privacy 

controls. 

Scope 

The scope of this policy applies to all Stratford School Academy employees. 

General 

Stratford School Academy will ensure that the Clear Desk and Clear Screen Policy adheres to the 

following conditions for the purpose of complying with best practice: 

• All employees are required to ensure that all internal and confidential information in hard-

copy or electronic form must be locked away at all times and is only accessed when 

necessary 

• All computers must be locked when the desk is not occupied 

• Any internal/confidential information must be removed from the desk and locked in a 

drawer when the desk is not occupied and at the end of the work day 

• Employees are required to use a password-protected screensaver either manually or these 

will automatically activate after five minutes of inactivity 

• If in an emergency (i.e. immediate evacuation) you need to leave the office quickly, activate 

the password-protected screensaver ONLY IF IT IS SAFE TO DO SO 

• Filing cabinets containing internal/confidential information must be kept closed and locked 

when not in use 

• Keys used for access to internal/sensitive information must not be left at an unattended 

desk 

• Printouts containing sensitive information must be immediately removed from the printer 

• Any whiteboards containing sensitive information must be erased 

• Upon disposal, sensitive hard-copy documents must be shredded 

• Treat storage media (i.e. USB drives) as sensitive and secure them in a locked drawer 

• All knowledge, information and access to information must be handled responsibly. It is the 

responsibility of each employee to consider the security of the information they have access 

to and to protect that information accordingly 

• If using a laptop, lock when no longer in use and lock away if planning to leave it for an 

extended period 

 

 

 

 

 



 

Appendix 11: Data Breach Notification Policy 

Purpose 

The purpose of this policy is to advise employees of the process to take in the case of a data breach. 

Scope 

This procedure applies in the event of a personal data breach under Article 33 of the GDPR – 

Notification of a personal data breach to the supervisory authority – and Article 34 – Communication 

of a personal data breach to the data subject. 

The GDPR draws a distinction between a ‘data controller’ and a ‘data processor’ in order to 

recognise that not all organisations involved in the processing of personal data have the same 

degree of responsibility. Each organisation should establish whether it is a data controller or data 

processor required for the same data processing activity; or whether it is a joint controller. 

Responsibility 

Stratford School Academy will ensure that the Data Breach Notification Policy adheres to the 

following conditions for the purpose of complying with best practice: 

• All employees (including temporary/agency staff) of Stratford School Academy are required 

to be aware of, and to follow, this procedure in the event of a personal data breach 

• All employees that witness a data breach are responsible for reporting this breach to the 

Data Protection Officer (DPO) (Charles Gardiner-Graham) 

• The Data Protection Officer (DPO) has the specific task, under Article 39 of the GDPR, to 

coordinate with the supervisory authority (Information Commissioners Office – ICO) and act 

as a focal point for matters pertaining to the data breach 

• The reporting of the data breach to the Information Commissioners Office (ICO) must be 

within 72 hours of the breach occurring, therefore it is all employees responsibility to report 

the breach as soon as possible to the Data Protection Officer (DPO) 

Details Required for the Report of the Breach to DPO 

If an employee is reporting a data breach to the DPO, the below details are required: 

• A description of the nature of the breach 

• Approximate number of data subjects affected 

• Approximate number of personal data records affected 

• Any measures taken to address the breach 

Details Required for Report of Breach to ICO 

If the DPO is reporting a data breach to the ICO, the below details are required: 

• A description of the nature of the breach 

• The categories of personal data affected 

• Approximate number of data subjects affected 

• Approximate number of personal data records affected 

• Consequences of the breach (this should include both those that have already occurred and 

those that are likely to occur) 

• Any measures taken to address the breach 



 

• Any information relating to the data breach (this may be submitted in phases if more 

consequences arise) 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



 

Appendix 12: Encryption Policy 

Purpose 

The purpose of this policy is to provide guidance on how to protect the confidentiality, integrity, 

availability and non-repudiation of information by using cryptographic controls across Stratford 

School Academy systems. Moreover, this policy provides directions to ensure compliance with legal, 

contractual and security requirements. 

Scope 

The scope of this policy applies to all Stratford School Academy employees and third-parties. 

General 

Stratford School Academy will ensure that the Encryption Policy adheres to the following conditions 

for the purpose of complying with best practice: 

Encryption 

• All internal and confidential information must be stored on secure physical or virtual servers 

with restricted access. In the case that confidential information needs to be stored on a 

server outside of the Stratford School Academy network, it must be encrypted using at least 

an AES-256 bit encryption algorithm 

• Passwords that are used as part of the process to encrypt and decrypt information must 

meet the requirement of the Password Management Policy 

Mobile and Laptop Devices 

• All Stratford School Academy’s laptop devices must have a full disk encryption software 

installed 

Removable Media 

• Storing internal and confidential information on removable media (i.e. USB drives) is only 

permitted if said removable media is encrypted with password management 

Information Transfer 

• Any confidential information that is to be transmitted to an email must be password 

protected. Please take consideration of the risk level associated to the information being 

transferred. Further information on this can be found in the Information Transfer Policy 

 

 

 

 

 

 

 

 



 

Appendix 13: Information Classification Policy 

Purpose 

Classified information is any information requiring protection against unauthorised disclosure, 

modification or destruction. The objective of this policy is to define the information classification 

levels used to relate to the confidentiality, integrity and availability of information; whilst labelled 

and handled in accordance with its classification level. 

Scope 

The scope of this policy applies to any and all information processed by, stored or related to 

Stratford School Academy. 

General 

Stratford School Academy will ensure that the Information Classification Policy adheres to the 

following conditions for the purpose of complying with best practice: 

Information must be accessed and protected against unauthorised disclosure based on its 

classification level assigned by the respective owner of the information. 

Processes, information systems, mobile devices, services (i.e. email and telephones etc.), storage 

devices, areas (i.e. finance environments) must automatically be assigned the highest classification 

level of the information they carry with respect to protecting that information accordingly. For 

example, if a filing cabinet contains both information made available to anyone and confidential 

information made only available to authorised personnel, then the cabinet must be safeguarded 

with security controls. 

Information Classification Levels & Criteria – Public 

Public information is that which if disclosed to the public would not cause damage to Stratford 

School Academy or its business, including its employees or third-parties. Disclosure of such 

information is usually required to facilitate Stratford School Academy’s regular business processes. 

Public information includes, but is not limited to: 

• Information on public events organised by Stratford School Academy 

• Employment opportunities released onto career websites 

• Advertising materials 

• Generic information of Stratford School Academy’s profile, mission, vision, values, principles, 

interests, awards and responsibilities towards its clients 

• Disclaimers added onto documents or emails 

Information Classification Levels and Criteria – Internal 

Information provided on the internal network or email system is classed as internal information. 

Internal information includes, but is not limited to: 

• Standards, policies and procedures, guidelines, forms, abbreviations and other information 

relating to specific departments 

• Information related to the list of vendors, affiliates or other third-parties with whom 

Stratford School Academy maintains agreements 

• Inventories of hardware, software and tools installed and used by Stratford School Academy 



 

• Emails/usernames/contact information or other types of user identification used to identify 

an employee 

Information Classification Levels and Criteria – Confidential 

Personal or sensitive data of the employees of Stratford School Academy or affiliates that can be 

used on its own or with other information to identify, contact or locate a single person or individual 

in context, including, but not limited to: 

Personal/Sensitive Data relating to an individual: 

• Personal data (full name, date of birth, place of birth, home address, ID number, drivers 

licence number, passport number, credit/debit card number, signature, salary) 

• Sensitive data (racial or ethnic origin, political opinions, religious beliefs, memberships in 

organisations/clubs, physical or mental conditions, sexual life, commission or alleged 

commission of any offence or proceedings for any offence committed or alleged to have 

been committed 

Personal/Sensitive Data relating to Stratford School Academy: 

• Strategic plans and financial reports 

• Audit reports or findings 

• Agreements with third-parties 

• Information related to incidents reported by Stratford School Academy employees 

• Audit trails, physical or digital, containing information related to accessing areas, devices, 

systems or equipment by authorised personnel 

• Active passwords 

• Security assessment reports 

Acquisition and Creation of Information 

When information is acquired or created, it must be given its Information Security Classification and 

handled appropriately for that Information Security Classification and any additional particular 

requirements. 

 

The Information Asset Owners and users have a responsibility to classify information which must be 

clearly labelled with its security classification. Information must be marked with the highest security 

level that has been given to any item within that information. 

• Electronic information must state the classification level within the document (i.e. in the 

header, footer, subject line etc.) 

• Hard-copy information must be clearly marked with the classification level on the document 

NOTE: Information deemed as public classification does not require labelling in any way. 

Storage 

When anyone stores information on any Stratford School system, the stored information must be 

relevant to their duties and this must only be done in the course of those duties. 



 

This restriction does not apply to information temporarily stored as a result of personal use of the 

email or internet. Stratford School Academy reserves the right to monitor and investigate any 

information stored on its systems. 

• Sensitive electronic information must be stored and kept in an access-controlled directory 

• Sensitive hard-copy information must be stored in a locked drawer or cabinet within a 

locked office 

Access 

• Access rights to information of all classifications (manual or computer information systems) 

must be role-based and not individually based 

• Classified or internal information must always be safeguarded by authentication formalities, 

whatever storage system is used 

Transfer or Exchange 

Any information transfer is subject to the Information Transfer Policy. 

Disposal 

Disposing of information is subject to the Media Handling Policy. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



 

Appendix 14: Information Transfer Policy 

Purpose 

There are many occasions when information is transferred between departments, third-party service 

providers, to other public bodies, commercial organisations and individuals. This is done using a wide 

variety of media and methods, in electronic and paper format. In every transfer there is a risk that 

the information may be lost, misappropriated or accidentally released. Stratford School Academy 

has a duty of care in handling information. 

Scope 

The scope of this policy covers any type of information (i.e. Microsoft Word documents and PDF 

reports) in any format and on any medium. This policy applies to all employees and third-parties that 

process any Stratford School Academy information. 

Exclusions 

This policy does not cover the transfer of information over the internal network, which has its own 

automated security controls. It also does not cover proprietary secure transfer mechanisms such as 

BACS financial transfers that have their own separately-implemented security requirements. 

General 

Stratford School Academy will ensure that the Information Transfer Policy adheres to the following 

conditions for the purpose of complying with best practice: 

The Sender 

The sender is responsible for ensuring the following requirements of this policy are met: 

• Assessing the information to be sent, in line Risk Assessment section of this policy 

• Ensuring that the identity and authorisation of the recipient has been formally confirmed 

and documented 

• Obtaining the consent of the Information Asset Owner for the transfer 

• Ensuring that the information is sent and tracked in an appropriate manner 

Employees 

Individual employees will be responsible for familiarising themselves with this policy and ensuring 

that any information transfer for which they are responsible is done in a compliant manner. 

Individual employees must report any suspected or actual security breaches related to data transfer 

in line with the Data Breach Notification Policy. 

Risk Assessments 

Consider the following before transferring any information. If in doubt, please contact Charles 

Gardiner-Graham: 

Is the transfer legal and necessary? 

• It is dangerous to assume that because someone asks for information that they are 

necessarily authorised or legally-entitled to have it. If you are in doubt then you should 

check with Charles Gardiner-Graham 



 

• Once you are sure that the transfer is legal and necessary, then you must decide what kind 

of information you are dealing with. This will determine what security is appropriate 

• To transfer personal or confidential information without these checks may leave Stratford 

School Academy open to legal and reputational damages and the sender may be subject to 

disciplinary action 

Is the data personal information? 

• Ensure the transfer is legal (in particular according to the Data Protection Act) 

• Ensure the transfer is necessary (or is there a less-intrusive method available) 

• Remove or black-out any information that is not essential for the recipient’s purpose 

• Have a documented agreement in place to ensure the recipient understands their 

responsibilities under law, particularly what to do with the transfer file after they have 

extracted the information to their system 

Is it confidential information? 

• Ensure you are not breaching a non-disclosure agreement 

• Ensure the transfer is necessary (or is there a less-intrusive method available) 

• Remove anything that is not essential for the recipient’s purpose 

• Have a documented agreement in place to ensure the recipient understands their 

responsibilities under law, particularly what to do with the transfer file after they have 

extracted the information to their system 

Email and Encrypted Links 

• Information must be enclosed in an attachment and password-protected or encrypted 

• Any password used must adhere to the Password Management Policy 

• Any password to open the attached file must be provided to the recipient via another 

method, not via email in case of a data breach 

• The email must contain clear instructions as to the recipient’s responsibilities and 

instructions on what to do if they are not the correct recipient 

 

 

Electronic Memory (CD, DVD, USB Drive) 

• Information must be encrypted using a password that adheres to the Password 

Management Policy 

• Any password to open the attached file must be provided to the recipient via another 

method, not via the transfer of the electronic memory device 

Delivery by Post or Hand 

• It is essential that the file, whether electronic or hard-copy is kept secure in transit, tracked 

during transit and delivered to the correct individual 

• An appropriate delivery mechanism must be used 

• Package must be securely and appropriately packed, clearly labelled and have a seal, which 

must be broken to open the package 

• The label must not indicate the nature or value of the contents 



 

• Package must have a return address and contact details 

• Package must be received and signed for by the addressee 

Telephone/Mobile Phone 

• Transferred information must be kept to a minimum 

• Personal or confidential information must not be transferred over the telephone unless the 

identity and authorisation of the receiver has been appropriately confirmed 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



 

Appendix 15: Media Handling Policy 

Purpose 

The purpose of this policy is to create, maintain and communicate best practices surrounding media 

handling that supports our filing system and office environment. 

Scope 

The scope of this policy applies to all employees, contractors, visitors and third-parties that have 

direct or indirect access to the office, including the systems in question. 

General 

Stratford School Academy will ensure that the Media Handling Policy adheres to the following 

conditions for the purpose of complying with best practice: 

Management of Removal Media 

• The use of removable media devices (USB Drive, CD, Hard Drive etc.) is now allowed unless 

prior-authorisation has been provided by Senior Management 

• The use of such device is only acceptable for the secure backup of sensitive information and 

for disaster recovery 

• The use of removable media is only permitted to a limited number of staff in case of disaster 

recovery, as it may contain sensitive information 

• All of the information stored on the removable media must be encrypted at all times 

according to the Encryption Protocol 

• The decryption key must be kept securely and backed-up appropriately. This responsibility 

would lay with the individual handling the media 

• When the removable media is no longer required, secure disposal must be undertaken 

according to the Disposal Requirement listed below 

• Responsibility of all removable media lays with the Asset Information Owner 

Physical Media Transfer 

• The decryption key must be kept separately from the device 

• When transfer is required (e.g. backing up the data), the transportation of the device and 

the decryption key must be done separately 

• The transportation of the media must be done by a trusted party which is responsible for the 

safe delivery of the media (courier or in-person delivery) 

Physical Media Disposal 

• Disposal of information is subject to the Data Retention Policy 

• All information that is stored in hard copy materials and contains sensitive information must 

be permanently destroyed in a way that cannot be retrieved when the maximum retention 

period has been reached 

• IT equipment (i.e. hard drives) that are used to facilitate customer/client personal 

information will undergo a physical destruction by an approved third-party specialist when 

their lifecycle ends 

 



 

Appendix 16: Mobile and Laptop Device Policy 

Purpose 

The purpose of this policy is to protect the confidentiality, integrity and availability of Stratford 

School Academy assets by controlling access to its laptops and mobile devices, and to describe the 

necessary controls to minimise the information security risks. 

Scope 

The scope of this policy applies to any mobile device (laptop, smartphone, tablet etc.) owned by 

Stratford School Academy and to any person that has been authorised to use these devices. 

General 

Stratford School Academy will ensure that the Mobile and Laptop Device Policy adheres to the 

following conditions for the purpose of complying with best practice:  

• The use of mobile devices by unauthorised personnel is prohibited 

• All mobile devices that are used by authorised personnel must be configured appropriately 

and used only for business operations 

• Employees are responsible for the proper use of the mobile device issued to them which is 

subject to the Acceptable Use Policy 

• Employees must protect their issued mobile device from loss, theft and damage. If it is lost 

or stolen notify immediately Charles Gardiner-Graham. This loss, theft or damage will be 

subject to the Data Breach Notification Protocol 

Guidelines 

• The physical security of your mobile device is your personal responsibility and you must take 

all reasonable precautions. Be sensible and stay alert to the risks 

• Keep your mobile device in your possession and within sight whenever possible. Never leave 

a laptop visibly unattended. Be extra careful in public spaces and on public transport 

• Carry and store the laptop in a padded laptop bag or strong briefcase to reduce the chance 

of accidental damage 

• Keep a note of the make, model and serial number of your mobile device, but do not keep 

this information with the mobile device 

• Avoid leaving your mobile device unattended and logged on. Always shut down, log off or 

activate a password-protected screensaver. For the correct usage of passwords, please refer 

to the Password Management Policy 

• You are personally accountable for all software and files under your user ID. Downloading, 

installing and/or use of any other software is prohibited unless they have been explicitly 

authorised by Senior Management for legitimate business purposes. This can introduce 

serious vulnerabilities into the network as well as affect the performance of your laptop 

• Anti-virus software is fundamentally important, which is subject to the Anti-Virus Policy 

 

 

 

 



 

Appendix 17: Remote Access Policy 

Purpose 

The purpose of this policy is to define the standards of how remote users can connect to the 

Stratford School Academy network, together with security standards that allow remote connection 

to the network. This policy is created in order to prevent damage to the Stratford School Academy 

resources (i.e. internal systems, company network etc.) and to prevent compromise or loss of data 

by unauthorised use. 

Scope 

The scope of this policy applies to all employees, clients and third parties that require remote access 

to the internal network. 

General 

Stratford School Academy will ensure that the Remote Access Policy adheres to the following 

conditions for the purpose of complying with best practice: 

• All remote connections should use a two-factor authentication mechanism 

• Personal computers that are used for remote technology become part of the Stratford 

School Academy network and must adhere to the Acceptable Use Policy 

• Authentication must adhere to a strong password/passphrase which is subject to the 

Password Management Policy 

• Remote users must be restricted to the minimum services/applications and functions 

necessary to carry out their role 

• Users with remote access privileges must ensure that their remote access connection has 

the same security protection as the on-site connection (i.e. avoiding unprotected public Wi-

Fi) 

• All remote access sessions must timeout after ten minutes of inactivity. After the timeout, 

the user has to re-authenticate in order to reconnect to the Stratford School Academy 

network 

• Users that are working from home and using their personal computer must configure their 

computer to comply with the Stratford School Academy guidelines within the Mobile and 

Laptop Device Policy 

 

 

 

 

 

 

 

 

 

 



 

Appendix 18: Data Retention Policy 

Purpose 

The purpose of this policy is to adhere to the Data Protection regulations with the length of time 

that data can be retained and/or must be retained legally. 

Scope 

All of Stratford School Academy’s records, whether analogue or digital are subject to the retention 

requirements noted within this policy. 

General 

Stratford School Academy will ensure that the Data Retention Policy adheres to the following 

conditions for the purpose of complying with best practice: 

Length of Retention 

Data, documents and emails have a recommended retention period of seven years. This is to ensure 

that Stratford School Academy keeps documented proof where required whilst keeping information 

secure. Emails will automatically archive after two years and permanently delete after seven years. 

Responsibilities 

The following roles are responsible for retention of records because they are deemed Information 

Asset Owners. Information Asset Owners are responsible for ensuring that all personal data is 

collected, retained and destroyed in line with the requirements of GDPR: 

• The Chief Financial Officer (CFO) is responsible for the retention of financial and related 

records 

• The Head of Human Resources (HR) is responsible for the retention of all HR records 

• The Health & Safety Officer is responsible for the retention of all H&S records 

• The Company Secretary is responsible for the retention of all other statutory and regulatory 

records 

The Data Protection Officer (DPO) is responsible for the storage of data in line with this policy. 

 

 

 

 

 

 

 

 

 

 

 



 

Appendix 19: Wireless LAN Policy 

Purpose 

The purpose of this policy is to specify the conditions that the wireless infrastructure must comply 

for mobile devices. 

Scope 

The scope of this policy applies to all employees, visiting clients and wireless devices that reside on 

the Stratford School Academy premises. 

General 

Stratford School Academy will ensure that the Wireless LAN Policy adheres to the following 

conditions for the purpose of complying with best practice: 

All wireless devices must be logically and physically segregated from the internal network and have 

no direct or indirect connectivity to internal information systems. 

• All employees must adhere to the Acceptable Use Policy when using the Stratford School 

Academy wireless network infrastructure 

• The wireless network infrastructure must be properly configured and hardened according to 

best practice and the Password Management Policy. Moreover, the devices should be 

configured to use WPA2 for encryption 

• Only authorised employees are allowed to configure and maintain the wireless devices 


